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Proposed Variations

Ethereum's exponential log growth creates computational 
bottlenecks in data retrieval.

• Current Bloom Filters in Ethereum [1, 2] produce false pos-
itives - unnecessary block scans.
• Standard implementation doesn't exploit Ethereum-spe-
cific log characteristics.
• Need for optimized data structures [3] as blockchain 
scales.

All proposed methods outperform Ethereum’s default BF in false positive reduction.

• DTI: Simple and effective, best for targeted queries.  
• Compressed BF: Balanced improvement, slight overhead.  
• Compressed DTI: Lowest false positives, but requires decompression.

Future Directions

• Testing in private Ethereum networks for real-world validation.
• Advanced compression techniques exploration and untested DTI combinations.
• Integration with existing Ethereum client implementations.
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What are Bloom Filters [4]?

Probabilistic data structure for fast set membership testing
Use k hash functions to map elements to bit array posi-
tions
• Space-efficient: Much smaller than storing complete 
sets.
• Key property: No false negatives, but allows false posi-
tives.
• Uses k independent hash functions h1, h2, ... 
• Bit array of size m, initially all bits set to 0.
• False Positive Probability:
   P(false positive) ≈ (1 - e^(-kn/m))^k

Method Key Innovation Technical Details Main Benefit Trade-off

DTI Bloom Filter Insert address+topics
as single element

2 bits/element (vs. 3 
standard)

Reduces justified 
false positives

Less efficient for batch 
queries

Compressed BF Larger filter + 
compression

5,000 bits → k=1 → 
compress to ~2,048

Lower false positive 
rate

Decompression 
overhead

Compressed DTI Combines both 
techniques

8,000 bits, single 
element, k=1

Lowest false positive 
rate

Highest 
computational cost

Dataset

• 1,000 logs from Ethereum blocks.
• Representative of current log topic distribu-
tion.
• Logs categorized by number of topics (1-4).

Infrastructure

• Intel i9-13900K, 128GB RAM, 2TB M.2 storage
• Python 3.6 with eth_bloom, web3, Crypto-
Hash libraries Data accessed via Infura.

Bloom Filters in Ethereum

• 2048-bit filters in block headers summarize log addresses 
and topics.
• Hash functions, k = 3.
• Enable fast membership testing to filter irrelevant blocks.
• Reduce computational overhead by avoiding full block 
scans.
• Current limitation: False positives still require additional 
verification.

Bloom Filter Variations [6]

• One Hashing BFs: Use single hash function, reduced 
computational overhead but increased false positives [7].
• Ultra-Fast BFs: Leverage SIMD parallelization, faster oper-
ations but require specialized hardware [8].
• Compressed BFs: Optimize storage through compres-
sion, reduced space but additional computational over-
head.
• Elastic BFs: Dynamically adjust filter structure, lower false 
positives but require more storage/processing.

Two Types of False Positives Identified

• Compressed False Positives: Inherent to Bloom Filter proba-
bilistic nature.
• Justified False Positives: When log elements exist separately 
from different.

Block Period Total Logs % Logs with 1 
Topic

% Logs with 2 
Topics

% Logs with 3 
Topics

% Logs with 4 
Topics

All Blocks 4,207,764,482 12.1% 12.6% 62.7% 13%

2019 247,999,603 10.9% 12.3% 66.1% 14%

2024 843,504,299 13.3% 12.6% 65.2% 8.9%

Our Dataset 1000 11.3% 14.7% 67.1% 6.4%

Dataset & Experimental Setup

Figure 1. Bloom Filter Hash Function Mapping [5]

Proposed Variations 

• DTI (Different Topic Insertion): Com-
bines address+topics as single elements 
to reduce justified false positives.
• Compressed Bloom Filter: Increases 
filter size, reduces hash functions, en-
ables efficient compression.
• Compressed DTI: Merges both tech-
niques for optimal false positive reduc-
tion.

Evaluation Metrics

• Number of Blocks Checked per query.
• Computational Overhead.
• False Positive Rate.

False Positive Reduction:

• DTI method effectively eliminate justified false 
positives.
• Compressed method achieve lower false pos-
itive rates through optimized parameters.
• Combined approaches (Compressed + DTI) 
provide maximum benefit.

Trade-offs:

• DTI: Better for specific queries, less efficient for 
batch operations.
• Compressed: Require decompression over-
head but maintain 2048-bit compatibility.
• Transaction hash inclusion: Eliminates all justi-
fied false positives at computational cost.

Table II: Overview of the three main Bloom Filter variations

Table I: General Distribution of Topics in the Ethereum Blockchain

Figure 2. Comparison of Blocks Checked Across Bloom Filter Variations
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